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Adaptive security architecture defense platform
based on software defined security

LU Mengyao, TANG Hongyu, TANG Wei, ZHANG Jian
Institute of Cloud Security, Research Institute of China Telecom Co., Ltd., Beijing 102209, China

Abstract: Based on continuous monitoring and retrospective analysis, adaptive security architecture was constructed
to be security defense system integrating prevention, detection, response and prediction, which possesses intelligent
and elastic defense ability concerning about advanced directive attacks. An essential implementable adaptive security
defense platform was therefore introduced and applied correspondingly according to a thorough research of adaptive
security architecture and software defined security, combined with internet security environment. Besides, website
application security issues were also analyzed.
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